Windows 10 onboard WIFI procedure

1. Click on the Wi-Fi icon to the left of the time/date. Select the FCPSOnboard Wi-Fi. Check the box that says
connect automatically and hit Connect.

Npcap Loopback Adapter
et

Tt

% rcp_sm??ard
\ction needed

Other people might be able to see info you
send over this network

D Connect automatically

2. Browser will open and display the Cloudpath wizard. Check the box that says “I agree to the terms and
conditions” and then click the Start button on the bottom right of the page.

(If the browser does not open and redirect to Cloudpath, open your browser and enter 2.2.2.2 in the URL bar to
force the device to redirect to the Cloudpath Wizard)

This wizard will enroll your computer for secure access to
the Fairfax County Public Schools wireless network.

i) To ensure your security, the Fairfax County Public Schools network
utilizes a secure authentication mechanism known as WPA2-
Enterprise and 802.1X. This security mechanism protects your user
name and password. In a wireless environment, it also protects
your data with network encryption. To utilize this secure network,
your network connection requires specific settings. This wizard will
ensure that your machine is properly configured.
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3. A new page will open that has two options -- choose the box that applies.

FCPS Staff and Students

Select this option if you have a Fairfax
County Public Schools Username and
Password

Guest Users

Select this option to connect as a guest with
secure [ntermet Only access.

4. If you selected FCPS Staff and Students, a new page will open up where you will enter your FCPS credentials.
Enter your Credentials and Click Continue.

Please enter your FCPS domain username and password.

Your username and password are required 10 access the network

Username:

Password:

5. You should see the following screen. Click on “Download for Windows.”

To access the secure network, follow the instructions below based on
your computer's operating system

Microsoft Windows

Download for Windows
NetworkWizardLoader-89754515.exe

After downloading, go to your desktop or downloads folder and open
the file "Network\WizardLoader-39754515 exe"

Show all operaling sysiems



6.
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Depending on the Browser used the device will either download the file or ask you if you want to save or run the
file. You can save the file and then navigate to where it is saved and run it, or if prompt like below run the file
directly.
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To access the secure network, follow the instructions below based an
your computer's operating system.

Microsoft Windows

Download for Windows
NetworkWizardLoader-89754515.exe

Afer downloading, ga to your deskiop or downloads folder and open
the file "NetworkiizardLoader-8375455 exe’

Show all operating systems.

‘What do you want to do with NetworkWizardLoader-897545f5.exe
(980 KB)? Run Save |~ Cancel x
From: xprsscnctvm.feps.edu

It will give you a message about Smartscreen, click Run if this is prompted.




8. Installation will start. If the device has never been onboarded before it will prompt you to install the FCPS Root
CA for authentication. Click yes

(Note you will only get this prompt if the device has never been onboarded, and the Root Cert is not already on the
device)
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Security Warning

You are about to install a certificate from a certification
l & authority (CA} claiming to represent:

FCPS Root CA

Windows cannot validate that the certificate is actually from
“FCPS Root CA". You should confirm its origin by contacting
“FCPS Root CA", The following number will assist you in this
process:

Thumbprint (shal): 393BECT0 DBE5BEA3 FATEB33F CCBAAFCC
DBEDF32F

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes

9. The application will launch and start configuring the device for the network
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10. Upon successful configuration the device will be migrated to the “Fairfax” wireless network. The app will show
that the configuration has been completed and the browser will automatically redirect to the FCPS home page.

You can close the application and enrollment is complete.

ﬁ Cloudpath

DEMICS

Congratulations! You are now connected to the network.
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Your device has been assigned an IP address of
172.16.43.195.

You may now dose this app and continue to use the
o NEtWOrk.
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